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3 penakumns 1.7
HacTtoswee pykoBOACTBO MO 3Kcnsyatauuu npegHasHavyeHo [fAnd  npaBuiibHOro
NPUMEHEHNA N TexHMYeckoro obcnyxumBaHus moayna «Anapwm-Ethernet-GPRS», a Takke

COAEepPXXUT NacrnopTHble AaHHble MOAYIA, yAOCTOBEpAOLWLMNE rapaHTun N3arotoBuUTeEnA.

1 OnucaHue n paborta

1.1 HazHauyeHue moayns

1.1.1 Mogynb «Anapm-Ethernet-GPRS» (ganee no TekcTy — MOAynb) npeaHasHadeH
Ansi npeobpasoBaHnsa curHanoB MHTepdenca RS232 B curHanbl MHTepdenca nokanbHON ceTu
Ethernet 10/100 BaseT. Mogynb npuMMmeHsieTcs Ons opraHuMsauumn Tpakta obmeHa faHHbIMU
nynbTa UeHTpanu3oBaHHOro HabnwogeHunsa (panee no Tekcty — [MLUH) ¢ peTpaHcnsTopom
CUCTEMbI Nepefayn M3BELLEHUA O MPOHUKHOBEHMM U Noxape aBTomaTuanmpoBaHHon «ACOC
Anecsi» Mo ONTOBOMOKOHHOMY (OCHOBHOMY) KaHany cBsA3u mexgy ATC, B cnyyae aBapuu
OCyLLEeCTBNSAET aBTOMaTu4eckoe MepekroyeHne ¢ OCHOBHOro kaHana Ha GPRS (pe3epBHbii)
KaHan cBsa3n 1 o6paTHO Npy BOCCTAHOBMEHMUN ero paboToCnoCOBHOCTM.

1.1.2 Mogynb npegHasHadeH [fAnsi  KPYrnocytoyHonm paboTbl npu  TemnepaType
okpyxatowen cpegbl ot nnoc 1 go nnoc 40 °C M OTHOCUTENBHOW BMAXHOCTU BO3dyXa He
6onee 80 % npwu 25 °C.

1.1.3 labapuTHble pa3mepbl Moaynda — He bonee 256x196%81 Mm.

1.1.4 Macca mogyns — He 6onee 2,2 Kr.

1.1.5 Mopgynb He coaepXuT gparoLeHHbIX MaTepuanos.

1.1.6 WNaroTtoBuTEnb MOAYNS:

HT 3A0 «Anapm», Pecnybnuka benapycb, yn. ®.CkopuHsbl, 51, nutep XK, . MuHck, 220141.
dakc: (017) 285-93-59; Ten: (017) 285-94-01, 268-67-59, 241-34-76, 241-34-72, (029) 640-14-22.

1.1.7 Mogynb ceptucmumpoBaH  CcepuiHO  AKKpPeOUTOBaHHbIM  OpraHoM Mo
cepTMduKkaumnm TEXHUYECKUX CPEeACTB OXPaHHO-NOXapHOW curHanu3auun [enapTameHTa
oxpaHbl MB[] Pecnybnuku benapyce.

Ceptndukat Ne BY/112 03.11.023 01147 o1 07.10.2015 1. go 07.10.2020 .
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1.2 TexHUn4YecKkne xapakTepmcTMKn (CBOMCTBA)

1.2.1 Mogynb ocyulectnsieT npeobpasoBaHne cCUrHanoB WMHTepgenca oaHoro nopTta
RS232 B curHansl uHTepgenca nokansHon cetn Ethernet.

1.2.2 MNapameTpbl nopta RS232:

— cKopocTb obmeHa — 2400 6uT/c;

— aCMHXPOHHbIN pexum paboThbl;

— nepegasaeMbli (NPUHUMaeMbIN) GanT COCTOUT U3 OQHOro CTapToBOro 6uTta, BOCbMMU
OVT OaHHbIX M OAHOro cTonoBOro 6uTta.

1.2.3 llokanbHas ceTb Ethernet yaosneTtsopset ctaHaapTy IEEE 802.3.

1.2.4 TopT RS232 wnmeeT cBOW YyHMKanbHbIM IP-nopT B nokanbHon cetu Ethernet.
Hactporika IP-agpeca npoussBoautcs usrotosutenem moayns. Mo ymon4yanuio IP-agpec
192.168.1.1, IP nopTt 4001.

1.2.5 lNuTaHne Moaynsa OCYLLUECTBMSETCA OT MCTOYHMKA MUTAHUSA MOCTOSIHHOMO ToKa
HanpsbkeHmem ot 36 go 72 B.

1.2.6 Tok, notpebnsemsin MogynemM oT UCTOYHWUKA NUTaHuA — He 6onee 0,3 A.

1.2.7 MowHocCTb, noTpebrisemasa Mogynem oT UCTOYHMKA NUTaHus — He bornee 21,6 BA.

1.2.8 CpeaHas HapaboTka Ha oTka3 Mmoaynst — He meHee 20000 u.

1.2.9 CpeaHee Bpemsi BOCCTAHOBIEHUS Moayna — He Bonee 30 MUH.

1.2.10 JonyckaeMble BENUYMHBLI UHOYCTPUAnbHbIX paguonomMex, Co3daBaeMblX MoLyfeM
npu paboTte, He NpeBbIWAOT 3HayYeHun, yctaHoBneHHblx FTOCT 30379-95 onga knacca TexHuye-
CKMX CPeACTB, AKCNyaTUpyeMbIX B XUNMbIX 34aHUSAX.

1.3 YcTtpounucTtBo u paboTa

1.3.1 Moayrnb COCTOMUT 13!

— 6noka nutaHna NOK-06M AKBC.436631.004;

— MPOMBILWNEHHOro YeTbipexananasoHHoro GSM/GPRS/EDGE wno3a ONCell G3150

(oanee no Tekcty — w3 ONCell).

1.3.2 bnok nutaHna N3K-06M npegHasHayeH ons nonyyvyeHus HanpsbkeHusa 15 B.

1.3.3 Ha nnate 6noka nMtaHus pacnosioXeHbi:

— konogkn «+60B» n «-60B» Ans NoAKNoYeHUst K UCTOYHUKY NuTaHus 60 B;

— konoaku «+15B» n «-15B» gna nutanua wnto3a ONCell;

— BbIKMOYaTeNlb CETU NMUTAHUS;

— npegoxpaHuntens «0,5 A» B uenn nutanHma 60 B;

— npegoxpaHuntens «0,5 A» B uenn nutanuma 15 B.

1.3.4 Wno3 ONCell ocyuwecTtBnseTr npeobpasoBaHMe cuUrHanoB MHTepgenca ogHoro
nopta RS232 B curHanbl MHTEpdenca nokansHon cetn Ethernet.

1.3.5 WasrotoButenb HacTpamBaeT MOAYMb Ha onpeaeneHHbln pexnm paboTbl,
ycTaHaBnuBaeT napameTpbl nopta RS232 u IP-agpec nopTa B fiokanbHou cetu Ethernet.

1.3.6 [na ucnonb3oBaHUsa kaHana nepefayn gaHHbiX GPRS B kayecTBe pe3epBHOrO,
HeobXoQMMO HaCcTpoOUTb MOAYSlb B COOTBETCTBUM C MNapameTpamn npeaocTaBreHHbIMU
onepaTtopoM COTOBOW CBS3M.

BHUMAHUE SIM kapTa npegoctaBneHHasi onepatopom JOfKHA UMeTb cTaTuyeckun |IP
agpec.
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1.4 MapkupoBKa u nnomémpoBaHue

1.4.1 Ha nuueBon naHenu Moayns HaHeCeHb!:

— ycrnioBHoe 0603Ha4YeHne Mmoayns;

— TOBapPHbIN 3HAK U3roTOBUTENS.

1.4.2 Ha Tabnunyke oMpMeHHOW, PacrnosioXKEHHON Ha HWXHEW CTeHKe Koprnyca Moayns
(CHapy»u) HaHecCeHb!:

— ycrnioBHoe 0603HayYeHne Mmoayns;

— TOBapHbIN 3HaK U3roTOBUTENS;

— [laTa U3roToBIEHMS N 3aBOLCKON HOMEP Moay”ns (Mo cucteMe Hymepauum U3roToBUTENS);

— HOMUHarnbHbIE 3HAYeHUS HanNpPsHKEeHUs NUTaHUSA U NOTPebNAeMoOn MOLHOCTHU;

— 3Hak cooTtBeTcTBMA 1-12 TKI1 5.1.08-2004;

— 3HaK COOTBETCTBUS TPEOOBAHMAM SNIEKTPOMArHUTHON COBMECTUMOCTMU;

— Kof cTeneHu 3awuTbl, obecneymsaemon obonoukonm no NOCT 14254-96;

— 3HaK MeXayHapo4HOW CUCTEMbl TOBApPHOM HyMepaunn (LUTPUXOBOWN MOEHTUUKALMOH-
HbIK Kog) EAN-13;

— obo3HayeHne TY moayns.

1.4.3 Moaynb nnoMbupyeTtcsa M3roToBUTENEM B MECTE KpensieHUs K Kopnycy nnacTuHbl
AKBC.741268.003 B cooTBeTCcTBUKN CO cOopouHbIM YepTexxom AKBEC.467759.001 Cb.

1.5 YnakoBka

1.5.1 MpoBepeHHbI 1 NPUHATLIN BIOPO TEXHMYECKOrO KOHTpOrs (aanee no Tekcty — BTK)
MOAY/b YNaKkoBbIBAETCS B NOTPEOUTENLCKYIO Tapy — KAPTOHHY KOPOOKY.

1.5.2 Ha notpebutenbckol Tape Moaynsi HaHECEHDI:

— ycroBHoe o603HaveHne Moayns;

— TOBapPHbIN 3HAK U3rOTOBUTESSI.
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2 MNopgroTtoBka MoAyns K ncnonb3oBaHUKO

2.1 Mepbl 6e30nacHocTH

2.1.1 KoHCTpyKumMsi Moaynst no CTEeneHn 3alumTbl YernoBeka OT MOpaKeHUs anekTpuye-
CKMM TOoKoM cooTBeTcTByeT knaccy 0l FOCT 12.2.007.0-75.

2.1.2 lpun ycTaHOBKe W aKkcnnyatauun moaynst Heobxogumo cobniogatb TpeboBaHuA
«[paBnn TEXHUYECKOW IKCnyaTauumn 3NeKTPOYCTaHOBOK NoTpebutenemn» n «lpaBun TEXHUKN
6e3onacHOCTM Npu 3KCNyaTaumm 3NeKTpoyCcTaHOBOK noTpebutenen». K pabotam no MoHTaxy,
yCTaHOBKE, NpOBEepPKe 1 00CnyXMBaHMIO MOAYNSA OOMKHbI AOMNyCKaTbCA Nvua, UMeroLme aonyck
K paboTe ¢ anekTpoycTtaHoBkamu o 1000 B.

2.1.3 [lo Havyana paboTbl ¢ MogynemM OH OOSfKeH OblTb 3a3eMifieH NyTemM COeaUHEHUst
3eM/SHOM LUNHbI MOMELLIEHNS C 3aXKMMOM 3a3eMIIEHMS.

2.1.4 Bce MOHTaxHble paboTbl 1 paboTbl, CBA3AHHbIE C YCTPAHEHNEM HEUCNPaBHOCTEN,

OOJIXHbI MPOBOANTBLCA TOJIBKO MNMOCIEe OTKIMYEeHUA MOoAyNnA OT UCTOYHUKa NUTaHUA.

2.2 MoHTax

2.2.1 PaboTbl N0 MOHTaxy, Hanagke, UCMbITaHUSM U cOade B 3KchnyaTaumio Moayns
npoBoauTb B cooTBeTcTBMM P[] 28/3.007-2001 MB[], Pecnybnukn benapycb «PykoBoasimn o-
KyMeHT. TexHu4eckme cpeacrtBa M cucTembl oxpaHbl. CUCTEMbI OXpaHHOW curHanuaauuu. Npa-
BUSia NPOM3BOACTBA U NPUEMKN paboT».

2.2.2 MoHTax moaynsa NnponsBoguTb B criegyloLwen nocrnegoBaTesibHOCTY:

— OTKPbITb INLUEBYIO NaHenb Moayns;

— NOAKIIOYUTL K MOAYIIO 3alLUNTHOE 3a3eMIeHue;

— NOAKIMYMTBL K Konogkam «+60B» n «-60B» 06eCToYeHHbIN WHYp nuTaHud. LLUHyp nuta-
HUSA OoMmKeH BbITb C NPOBOAAMU, UMEIOLLNMMU OBONHYIO U30MSLMIO U C HOMUHAMNbHbLIM CeYEeHMEM
nposBoaa He MeHee 0,5 MM? , 1 cooTBeTcTBOBaTH [OCT 7399-80;

— NOOKMOYNUTb K aHTEHHOMY pasbeMmy wio3a OnCell BHewHOl GSM aHTEHHY M3 KOM-
nfekTa NocTaBKu;

— yctaHoBUTb SIM-kapTy B wnto3 OnCell, npegBaputenbHO HEOBXOAUMO CHATb ¢ SIM-
kapTbl PIN koz;

— Npu ycTaHoBKe Moaynsa Ha BblHOCHOM ATC coeguHUTb pasbeMm «1» MOAYNS XryToMm
AKBC.685621.015 (BXoAUT B KOMMMEKT noctaskun moayns) ¢ YTOW;

— NOACOEANHUTL LLUHYP NMUTAHUSA K UCTOYHUKY MOCTOSIHHOrO TOKa HanpshkeHnem oT 36 o
72 B cTporo cobntogas nonsipHOCTb;

— BKMOYUTL nuTaHne moayns (Ha wno3e ONCell gomkHbl CBETUTBCA WHOMKATOPDI
«PWR1» «Ready»);

— 3aKpbITb NNLUEBYIO NaHenNb MOAYIIS U 3aKPEnUTb ee BUHTOM.
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3 Hactpouka moayns

BHUMAHUE! HacTtporiky moayns npov3BoAWTL B JSIOKaNbHOM pexuMe 6e3 nogkntoye-
HUSA K NOKaNbHOWN BbIYUCIIUTENIbHOU CETU.

3.1 HacTporika mogyns 3aBucuT oT obnactn npuMeHeHNsa U TOMOMormmn TpakTa nepegaydn
AaHHbIX. BapnaHTbl NpUMEHEHUA MOAYNS:

1) CTpykTypHasi cxema opraHmsauma Tpakta csasu mexay YTOWM-01(016), yctaHoBMNEH-
Hown Ha BblHOCHOM ATC, 1 MNUH B nokanbHoun cetn VPN (6e3 pesepsupoBaHunsa no GPRS kaHany
cBs31) ykasaHa B [punoxeHun A;

2) CTpykTypHasa cxema opraHmsauum tpakta ceasm mexagy YTOW-01(01B), ycraHoBnek-
Hown Ha BbIHOcHOM ATC, u MNUH B nokaneHon cetn VPN (c pesepBupoBaHmem no GPRS kaHany
cBs3n) ykasaHa B [NpunoxeHum b.

BHUMAHUE!

Mpu ucnonb3oBaHuu GPRS kKaHana cBsA3u Ana ob6ecnevyeHus pe3epBMpOBaHUS He-
obxoanmo ncnonb3oBaTb SIM KapTbl TONIbLKO CO cTaTu4eckumm IP agpecamu.

3.2 Hactponka moaynsi nponssoauTcs ¢ nomoubio N3BM.

3.2.1 HacTponKy mMoayrnsi MOXHO NMpOM3BECTU C MOMOLLbLIO MHTEepHET BGpayaepa Internet
Explorer vnun gp., ana atoro Heobxo4MMo B CTpPoOKe afpeca BBeCTU 3HadeHune 192.168.1.1 (3a-
BOJCKME HacTpoviku IP-agpeca moayns).

3.2.2 Ha M3BM B cBoicTtBax «llogkrtoyeHne no nokanbHON ceTtn» (PUCYHOK 1), npoBe-
puTb HacTpounkn npotokona TCP/IP (BbibpaTtb nyHKT «[lMpoTokon NHTepHeTta TCP/IP», HaxaTb
KHOMKy «CBoncTBa»).

- [Mogxnwue HHe No AOKAAbHOW CETH - CROMCTEA EJ E]

Ofwme MNposepka NOAAMHHOCTH | JonoaH|TensHa |

Mn 00K NOYEHME HEPES!

ES IntellR) PROA00YE Metwork Conne

K.oMNoOHEHTE, HCNONEIYEMBIE 3TN NOQE MDY EHHER!

|l %= NwLink NetBIDS Al
¥l %= NwiLink ISP /NetBl 05 -cosmecT eI TRaHCnop
¥l %= MNporokon Mareprera [TCRAP)

| 2

[ HCTaHOBMTE. .. : CEOMCTES

OnmcaHue

Mporokon TCPAIP - cTaHoapTHEN NpoToKon riotansHe
CETEN, OAECNEYMEAIWME CEASE MEMOY DASAHYHEINM
BZAMMOAEACTEYHILL MM CET AR,

NP1 oAk NMHOYEHUM BRBIEECTH SHAY0K B OGNACTH YBEA0RMNEHMHA

HeenornATE NpUY OrPaHWYEHHORM MM OTCYTCTEYHILLER
MO Y EHMHM

] ] [ OTreHa

PucyHok 1 — lNoakntoveHne no fokanbHou ceTn
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Takum HoMmepom). Macka noaceTtu gosmkHa bbiTh 255.255.255.0.

Crokctea: [Nporokon Mute pHeta (TCP/IP)

Dawme

Maparerpet [P MoryT H3sHa4YSTECA SETOMATHYECKH, BCAW CETE
NOQOEPHRMESET 3TY BO3MOKHOCTE. B NpoTUEHOM CAydae naparerpel

[P r0sHD NOAYYMTE Y CETEEOMD 30MMHUCTRATORA.

(3 Donguure IP-aapec SETOMATHYECKM

(%) Mcnonbsosart creayowmi |P-agpec:

|F-anpec: 132 168 . 1

Macka nogcetu: . 205 285 255 .

[ cHOBHAM WAkE:

(%) Mononesosart cneayowmre agpeca DN S-cepeepos:

Mpeognoymraetaei DS -cepeep:

ANETEPHATHEHEI DMNS-cepeep:

JononHuTENEHD. ...

[ ok

][ OTriena ]

3.2.3 Mogkntountb Moaynb Kk NMOBM ¢ nomowbio Kpoccosep-kabensi, cxema KOTOpOro

PucyHok 2 — Ceonctea npotokona TCP/IP

npmeeneHa B rnpuUnoXxXeHmn ,u

3.2.4 BkniounTb NUTaHne moayns.

3.2.5 B agpecHon cTpoke Gpay3epa BBeCTU 3HayeHue 192.168.1.1. n HaxaTb KnaBuLly

«BBog». Ha akpaHe MOHUTOpa NOSABUTCH OKHO (PUCYHOK 3).

BHUMAHUE!

Ana coxpaHeHUst HACTPOEK BO BKNagKkax HEO6X0AMMO HaXaTb KHOMKY «Submit».

penakumsa 1.7
B okHe (pucyHOK 2) npoBepuTb HacTponku IP-agpeca (nepcoHanbHbin agpec NMN3BM B
nokanoHon cetn). MNepBble Tpu UNdpPbl A0MKHBI BbITh: 192.168.1, YeTBepTaa unudpa yHUKanb-

HbIi HOMEpP YCTPOWCTBA B NOKANbHOWM ceTu (T.e B CETU MOXET OblTb TONIbKO OAHO YCTPOWCTBO C
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‘= Main Menu

) Owerasw

] Basic Sethings
H) Metwork Sattings
=) Serial Port Sartings

T:',_J Syrbam Hlﬂ»-ll'l‘lll'll!
H] Systam Manitoring

2 Save Configuration
H] Festart

Welcome ta DRiCell X150 W72

Model name

Serial Na

Firmwarg version
WAN [P address
Ethernat 1P address
Ethernet MAT address
Fthernet LAN spoed
Cellular signal l=vel
Cellnlar signal BSST
Celluipr mads
Cellpiar THME]

i i

Serinl port |

OnCall GIL0 W32
1623

&5 Build 12100411
10.11,244.21
192.188.2.1
OO:9ER:28:42: 7E
100MLink

2

14

GPRS
3364110208033%9

0 daye 00h: S0m:43e
2400, Mone 8, 1,R5-232

PucyHok 3 — Bknagka «Overview»

3.2.6 OTkpbITb BKNaaky «Network Setting» / «Basic Networking Setting» 1 cornacHo kap-

Te ceTu NpeaocTaBneHHoN nNpoBaiiaepoM BeeanTe IP-agpec moayns v IP-agpec wnto3a (pucy-

HOK 4).

192.168.2.1

I

¢][®- o Pl

= o _
2| Camble nonynApHele i | HadanbHas cTpanvua |5 | MeHTa HosocTel

MOXAwaw Mmoxa.com

23 Main Menu

-0 Overview

~{{1 Basic Settings

EMEY Network Settings

~{Z1 Basic Network Settings
-1 DNS Settings

{1 Advanced MNetwork Set
~{Z1 Auto IP Report Setting:
~Z] GSM GPRS Settings
“{Z1 GuaranLink Settings
{1 onCell Central Manags
~{1 WPN Settings

B Serial Port Settings

{1 System Management
B3
~{Z] Save Configuration
B{] Restart

System Manitaring

Basic Network Settings

IP configuration

IP address

Netmask

Gateway

WINS function

WINS server

LAN speed

DHCP Server Configuration
DHCP server

Static ~|
|192.188.2.1

OEnable @ Disable

OEnable @ Disable

PucyHok 4 — Bknagka «Network Setting» / «Basic Networking Setting» ans HacTponku

KOHUrypaumm ceTu.

3.2.7 OTtkpbITb Bknagky «Network Setting» / «GSM-GPRS Setting». B none «APN»
BBeAMTe TOYKY JOCTyna, B none «Username» - uMs nonb3oBatens, B none «Password» - na-
ponb, BblaaHHble Bawmnm GSM-onepatopom. B none «Connection control» Bbibepnte 3Haye-
HUe, KaK ykasaHo uudpon «1» (pucyHok 5), B none «Ping remote host» BeBeaute IP-agpec

neBMm  TUH  (cepeepa wnm APM  [1O), Ha koTopom  yctaHoBrneHo [10O
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«TransportLevelVPN_COM». HeobxoguMmbin nHTEpBan NnpoBepkn Hannums coegmHernsa c MNLH
yKkasblBaeTcs B nosie «Connection interval».

= 1HE 8351 il | PR
DMByr g & @ P - | 0| | Downs w g5 &

=3 HEnMemd

A OPRE St gy
L Cverdiaw -
o Basic Suttings Ty CroaW oy Coams Dvidual MODEM
=12y Metwork Sethrgs Sl FIN
0 Basic Hetwork Settinge  Band Zuto -
0 DS eiings
L Advarsad Metwork Sek GRS B
{0 outn 1R Report: Settng TCPAIP Compresyiom CEnshle & pimshis
3 G5M GFRS Sestings Inactivity tmo O (0 - ASE I e
00 fwararlink Serongs ek quadity regart @ Enalaly O Disalle
H Orcell CantralManags TP Coalig ® Enabike (O Disalka
{200 WP Sattings ATD RN (Dafak: *00® = 1k
H] Sansl Port S=ltngs PR Ruthenticatian An &
] System Marapemant Usermame slarm
L Systam Morkoeng Passrrnrd -
] Save Corfiguration red 1 A vakom. by
HI] Rmstart Canmectien controd --‘." Ramats Host Fail Pamote Host Recovarsd &
Cannaciisa interval L] i5 - A%53% min|
PEng remets host 2 —l 10 0L ST :T‘rﬂ Tuit |
[(=&mE |

PucyHok 5 — Bknagka «Network Setting» / «GSM-GPRS Setting» gna HaCTPOWKN A0CTY-
na Kk GPRS-kaHany cBs3u.

3.2.8 HacTpouTb pesepBHbI kKaHan cBa3n (PUCYHOK 6), Ans 3TOro:

3.2.8.1 B pa3gene «Remote Network» ykasaTb:

- B none «Remote endpoint IP or hostname» - ctatnyeckui IP-agpec SIM-kapTbl Tep-
muHana EDGE Router ER75i (ganee no tekcty - GSM poyTep) ycTtaHoBneHHoro Ha MNMLH;

- B none «Remote Subnet IP» - IP-agpec nogcetn MNUH Haxopsawenca 3a GSM poyTte-
pom (Hanpumep: 192.168.1.0);

- B none «Remote subnet netmask» - macka nogcetun NUH Haxoasawencsa 3a GSM po-
yTepoM (Hanpumep: 255.255.255.0).

3.2.8.2 B pa3sgene «Local Network» ykasaTsb:

- B none «Local Subnet IP» - IP-agpec noacetn B KOTOPOW HaXoAUTCs Moaynb (Hanpu-
Mep 192.168.2.0);

- B none «Local subnet netmask» Macka nogceTn B KOTOPOW HaxoguMTca Moaynb (Hanpu-
mep: 255.255.255.0).

3.2.8.3 B ocTanbHbIX pa3genax napameTpbl 4OMMKHbI OblTb OTKMAOYEHbI.
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|8 Cambie monynapHeie || HauansHas cTpaHuua | MeqTa HosocTel

£ Main Menu

~Z3 overview

-] Basic Settings

EHZY Metwork Settings

“(Z1 Basic Network Settings
-] DNS Settings

-0 Advanced Network Set
~{1 Auto IP Report Setting:
-] GSM GPRS Settings
-1 GuaranLink Settings
{3
“{Z] VPN Settings

{1 Serial Port Settings
#{ ] System Management
H{3
~(Z] Save Configuration
BI{] Restart

OnCell Central Manage

System Maonitaring

M(.:)XI\L moxa.com

VPN Settings

Configuration

VPN tunnel

VPN tunnel mode

Remote Network

Remote endpoint IP or hostname
Remote subnet IP

Remote subnet netmask
Local Network

Local subnet IP

Local subnet netmask
ISAKMP (Key Management)
Pre-shared key (PSK)
Perfect forward secrecy (PFS)
Local Identity

Identity option
IP/FQDN/User_FQDN
ISAKMP Phase 1

Operation mode

MNAT traversal (NAT-T)
Encryption mode
Authentication mode

OEnable @ Disable

[1SAKMP/PSK ™

penakumsa 1.7

[10.11.244.22

192.168.2.0 1

255.255.255.0 1

|12345678

OEnable @ Disable

[Main %]

O Enable @ Disable
[3DES  I»
[5HA-1 [¥]

PucyHok 6 — Bknagka «Network Setting» / «VPN Settings» ans HacTponku KoHdwurypa-
umn pesepBHoro GPRS-kaHana cBsa3wn.

3.2.9 Hactpoutb nopt RS232 ansa nogkntoyeHus kK YTOU-01(016) (pucyHok 7), ansa aTo-
ro:

3.2.9.1 OTkpbITb BKNaaky «Serial Port Setting» / «Portl» / «Operation Modes» 1 HacTpo-
nTb NnapameTpbl COM- nopTa Kak ykasaHo Ha pUcyHke 7.

3.2.9.2 OTkpbITb BKNagky «Serial Port Setting» / «Portl» / «Communication parameters»

1 HacTpouTb NapameTpbl COM- nopTa Kak ykasaHo Ha puUCyHKe 8.
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: MOXAEwww.moxa.com

23 Main Menu

-0 Overview

~{Z1 Basic Settings

{1 MNetwork Settings

B3 Serial Port Settings

=43 Port 1
{1 Operation Modes
{:I Communication Parz
C:I Data Buffering/Log
{2 Cipher Settings

H{] System Management

{1 System Manitaring

~{_] Save Configuration

H{] Restart

PucyHok 7 — Bknagka «Serial Port Setting» / «Portl» / «Operation Modes» ans HacTpon-

Operation Modes

Port 1

Application

Mode

TCP alive check time
Inactivity time

Max connection
Ignore jammed IP
Allow driver control
Secure

TCP port

Cmd port
Connection goes down

Data Packing
Packing length
Delimiter 1
Delimiter 2
Delimiter process

Force transmit

TCP Server ¥

7 (0 - 99 min)

0 (0 - 85535 ms)

1%

A

Enable Disable
Enable Disable
OEnable @ pisable
4001
956

4

rTs O always low & always high
DTR O always low @ always high

j

(0-1024)
100 |[(Hex) [JEnable
(Hex) [1Enable

Bl

Do Mothing + | (Processed only when Packing length is 0)

[110 o -85535 ms)

Kn pexuma pabotel COM-nopTa.

& > |[:} 192.168.2.1
x.

@ CaMble nonynapHsie || HadanbHas crpauua |5 MenTa HosocTed

£ Main Menu

~Z Overview
~{Z] Basic Settings
B Metwork Settings
B4 Serial Port Settings
EE3 Port 1
EI Operation Modes
(1 Communication Parz
f?_’l Data Buffering/Log
) Cipher Settings
H{] System Management
] System Monitoring
~{Z] Save Configuration
H{] Restart

Communication Parameters

Port 1
Port alias

Serial Parameters

|

Baud rate [Hint] 2400 »

Data bits

Stop bits

Parity

Flow control

FIFO ®Enable O Disable
Interface

penakumsa 1.7

el | | B~ DAEMON Search

gl

PucyHok 8 — Bknagka «Serial Port Setting» / «Portl» / «Communication parameters» ans
HacCTpoWKn kKoHurypaumm COM-nopTa.

3.2.10 Bknagka «System Managment» / «Misc. Network Settings» / «System Log Set-
tings» (pucyHok 9) npegHasHayeHa ansg HacTpoek npoTokonupoBaHnsa (Log) CUCTEMHBbIX COObI-

TUN.
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£ Main Menu e Lo il
stem Log Settings
- Overview ¥ 3 J
~{Z] Basic Settings Event Group Local Log Summary
H{] Network Settings CuabEm System Cold Start, System Warm Start, Power 1 DOWN, Power 2 DOWN, Cell. Module Awake/Fail, Cell.
: 2 ! i Module Close/Over Temperature Limit, Remaote SMS Control
B{] Serial Port Settings
7' System Management e cecn DHCP/BOOTP/PPP Get IP/Renew, NTF, Mail Fail, NTP Connect Fail, IP Conflict, Network Link Down, Cell.
EHEY Misc. Network Settings Module Get/Lost IR, Cell. Module Link Fail, VPN, GuaranLink
D s Login Fail, IP Ch d, P d Ch d, Config Ch d, Fi 9] de, S5L Certificat
: ogin Fail, anged, Passwar anged, Config Changed, Firmware Upgrade, ertificate
0 snMP Agent Config Import, Delete S5L Certificate/Key, Config Import, Config Export
{1 DDNS
{1 Host Table OpMode Connect, Disconnect, Restart
{21 System Log Settings
{21 virtual Server Settin  [nput [F Din 1 Turn On, Din 1 Turn Off, Din 2 Turn On, Din 2 Turn Off
B Auto Warning Settings
B{] Maintenance
B Certificate

BHZ] System Monitaring
~{Z] Save Configuration
EEY Restart

f:l Restart System

“{Z] Restart Ports

PucyHok 9 — Bknagka «System Managment» / «Misc. Network Settings» / «System Log
Settings».

3.2.11 Bo Bknagke «System Monitoring» Ha pucyHkax 10 — 12 npoBepbTe HACTPOMKK U
coctosiHne COM-nopTa, NOAKMYeHe No ceTu, NOAKIIYeHne K yaaneHHomy y3ny no GPRS-

KaHany u a.p.

€ > | m2821 {7 v €| B~ oo

Y.

2~

B Camele nonynApHsie || HadansHas cTpadnua |5 MenTa sosocTed

23 Main Menu 7
- Serial Port Status
-~ Qverview
{1 Basic Settings [ Auto refresh
{1 Metwork Settings Port TxCnt RxCnt TxTotalCnt RxTotalCnt DSR DITR RIS CTS DCD Buffering
{1 Serial Port Settings 1 9570 8273 11087 10179 @ [ ] @ @ @ ]
{1 System Management

EZY System Manitaring

=3 Serial Status

{:I Serial to Network Cc
{11 serial Port Status
{1 serial Port Error CoL
{1 Serial Port Settings
(I Cipher Usage Status
B{] System Status

{1 Metwork Status

“{Z1 Save Configuration

B3 Restart

“{Z] Restart System

“{Z1 Restart Ports

PucyHok 10 — Bknagka «System Monitoring» coctosHne COM-nopTa.
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182.168.2.1 C || &~ oae

2

- Pt ‘
Cambeie monynApHeie | ¢ HadanbHas cTpadiua |3 | NedTa HosocTel

MOXALWWW moxa.com

& Main Menu ; <
) Serial Port Settings

-] QOverview

{11 Basic Settings [4 auto refresh

B Metwork Settings ) . . Flow Control

; ; Port Baud Rate Data Bits Stop Bits Parity FIFO Interface

B Serial Port Settings RTS/CTS XON/XOFF DTR/DSR

H{] System Management 1 2400 8 1 Naone OFF OFF OFF Enable RS-232
B System Maonitaring

F—"‘a Serial Status
{1 Serial to Network Cc
Serial Port Status

Serial Port Errar CoL
Serial Port Settings
{:I Cipher Usage Status
{1 System Status
{1 Network Status
-] Save Configuration
EMZY Restart

{10 Restart System

“{1 Restart Ports

PucyHok 11 — Bknagka «System Monitoring» Hactponku COM-nopTa.

182.168.2.1 C || B~ DAEMON Search

2

Pt ‘
2| Cameie monynapHele | i HadanbHas crpadiua |5 | NeHTa HosocTel

MOXALWWW moxa.com

& Main Menu :
K MNetwork Connections
- Overview
{11 Basic Settings [4] auto refresh
H{] Metwork Settings Protocol Recv-Q Send-Q Local Address Foreign Address State
EIEA Serial Port Settings TCP 0 0 102.168.2.1:8000 = LISTEN
BiE ‘System Marnagamsnt TCP 0 0 192.168.2.1:4900 =z LISTEN
R e TCP 0 0 192.168.2.1:14900 2 LISTEN
pe TCP 0 D 10.11.244.21:4001 10.11.244.22:2013 ESTAB
'Cl Serial Status TCP ] ] 192.168.2.1:80 ¥ LISTEN
B System Status TCP 0 0 192.168.2.1:443 ¥ LISTEN
EHEY Network Stats TCP o 0 192.168.2.1:23 %= LISTEN
: . TCP 0 0 192.168.2.1:22 == LISTEN
(] Network C £
8 Netwin S TCP 0 0 192.168.2.1:966 == LISTEN
Network Statistics TCP 0 0 192.168.2.1:80 192.168.2.6:1542 ESTAB
Routing TCP 0 0 192.168.2.1:80 192.168.2.6:1543 ESTAB
DHCP Cliant List TCP 0 0 192.168.2.1:80 192.168.2.6:1544 ESTAB
Internet Session Lis
-] Save Configuration

EHY Restart
{10 Restart System
“{] Restart Parts

PucyHok 12 — Bknagka «System Monitoring» cOCTOsiHME NOAKMYEHUs MO NoKanbHOM
cetn n GPRS-kaHany.

3.2.12 lMocne 3aBeplleHNss BCeX HACTPOeK nepesanyctute Moayrnb OTKMYMB NUTaHue
unun BbINONHUTE KOMaHAy «Restart System» BO Bknaake «Restart».

3.2.13 [1ns coxpaHeHnsa Bcex HAacTpoek Moayns B channe BbibepuTte BkNagky «Save Con-

figuration».
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4 KoMnnekTHOCTb

4.1 KoMmnnekTHoCTb Moayns npueedeHa B Tabnuue 4.

Tabnuua 4
Ob6o3HayeHne HavmeHoBaHue KonuyecTtBo
AKBC.467759.001 Moayne «Anapm-Ethernet-GPRS» 1
AKBC.685621.015 Kryt 1

AHTeHa AN-GSM-0,5-SMA-Straight-2500 1
KomnnekT 3anacHblx Yacteun

BctaBka nnaBkas BIMNT2 B 0,50 A 250 B 2
Alr0.481.312 TY

HokymeHTaumnga

Moaynb «Anapm-Ethernet-GPRS». 1
PykoBoacTBo no akcnnyaraumu

AKBC.467759.001 P3

5 CpOKVI C.I'Iy)l(6bl, XpaHeHUsa U rapaHTun n3rotoBuTens

5.1 Cpok cnyx6bl Mmogynsi — He MeHee 10 feT ¢ y4eTOM BOCCTaHOBUTENbHbLIX paboT.

JInHusA OTpe3a Npu NoCTaBKe Ha 3KCNopT

5.2 NapaHTUWHLIM CPOK AKcnyaTaumm — 24 Mec C MOMeHTa BBOZAA B aKcnnyaTaumio (npu
yCrnoBun BBOAA B 3KCMyaTaumio He no3gHee 6 mec co AHA npuobpeTeHuns).
Mpn oTCcyTCTBUM B NacnopTe OTMETKU O AaTe BBOAA B KCNsyaTauuio rapaHTUMHBLIN CPOK

NCUYNCNSeTCs Co AHA NpMobpeTeHus.
5.3 N3roToBuTENb rapaHTMpPyeT COOTBETCTBME KayecTBa MOAyNns TpeboBaHUAM TEXHUYe-
ckmux ycnosun TY PB 09502571.004-96 npu cobniogeHun notpedbutenem ycroBun n npasun

XpaHeHundA, TpaHCNopTUpPoOBaHUA U 3KCNJtyaTaunu.
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6 CBnaeTenbCcTBO 00 ynakoBbIBaHUU

Moaynb «Anapm-Ethernet-GPRS» AKBC.467759.001

HanMeHoBaHue n3gennd obo3HaueHne 3aBofCKOM HOMeEp

ynakoBaH corjlacHo TDGGOBaHMﬂM, npeaycMoTpeHHbIM B
HanmMmeHoBaHWe Unn Koa N3rotoBnUTens

AENCTBYIOLLEN TEXHUYECKON JOKYMEHTaLMN,

OOJKHOCTb NMM4YHa4a noanncb paCLIJI/ICprBKa nognncun roa, mecsaud, 4mcrno

7 CBNAOeTenbLCTBO O npuneMkKe

Moaynb «Anapm-Ethernet-GPRS» AKBC.467759.001

HanMeHoBaHue n3gennd obo3HaueHne 3aBOfCKOM HOMeEp

MU3roToBJ1IEH N TPUHAT B COOTBETCTBUUN C obs3aTenbHbIMK TpGGOBaHMﬂMM rocygapCrTBEHHbIX

CTaHOapTOB, }J,el;ICTByPOLLI,eﬁ TEeXHNYEeCKoun }J,OKyMeHTaLl,I/IeI;I M Npu3HaH rogHbiM K 3KCrtyatauun.

HavyanbHuk BTK

MI

Nn4HaaA noanncb paCLIJI/ICprBKa nognncun roa, mecsad, 4nmcno
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8 CBeaeHUsA o peknamaumsax

8.1 lNpwn obHapyXeHUn HencrnpaBHOCTU MOAYNSA UNKN BbIXOAE €ro U3 CTpos He No BUHE
noTpebuTensa OO UCTEYEHUS rapaHTUMHOINO Cpoka OOSPKEH ObiTb COCTaBMeH peknamaunOHHbIN
akT. HencnpaBHbIM MOOYMb C NAcnoOpTOM U peknaMaLMOHHbIM akTOM HanpaBnsieTcs U3roToBu-
Teno (NOCTaBLUUKY).

8.2 Ecnn B Mogyne HapyLueHa CoOXpaHHOCTb NAoM6, TO MOAyfb CHUMAETCS C rapaHTMun 1
PEMOHT Npoun3sBoauTCs 3a cyeT noTpebutens.

8.3 CeeaeHna 0 peknamauusax peructpupytoT B Tabnuue 5.

Tabnuua 5
Jata Ha-
HapaboTtka
npaeneHus
moaynsa ¢ Ha- | Kpatkoe cogepxaHve Mepbl, npuHaTbie | MNpumeda-
Jata peknamaumm
Yana aKkcnnya- | peknamauum no pekramMauum Hue
" Homep
Tauumn, Y

nMcbma
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9 3ameTKu no JKcnnyatTauun N XpaHeHnr

9.1 KayectBo paboTbl MOAYNsi HE rapaHTUPYeTCs, ECNN YPOBEHb 3MEKTPOMAarHUTHbIX Mo-
MeX B MecTe JKcrnryartauum moaynsa dyaet npesbiwaTtb ypoBHU, ycTaHoBneHHble FTOCT 30379-95
ANs CTENeHU XecTKoCcTu ncnolitaHnn 2 Hopm YK1, YK2, Y1 n YTI2.

9.2 Moaynb OOMMKEeH XpaHWUTBLCS B OTannMBaeMblX M BEHTUNMPYEMbIX CKragax, XpaHunm-
LLaX C KOHOMLMOHMPOBaHMEM BO3ayxa npu TemnepaTtype Bo3gyxa ot 5 4o 40 °C n oTHoCcUTENBHOM

BnaxkHocTn He bonee 80 % npu Temnepatype 25 °C (rpynna xpaHeHus 1 no NOCT 15150-69).

10 TpaHcnopTupoBaHue

10.1 TpchnomepOBaHMe mMoaynAa AOJIDKHO OCYLWEeCTBNATbLCA B ynakoBaHHOM BuAeE B
KOHTeIZHean, 3aKpbITbIX KEeJNMe3HOAOPOXHbIX BaroHax, otarnjimBaemMblX repMmeTu3mpoBaHHbIX OT-
cekax caMosieToB, a Takke aBTOMOOUbHbLIM TpaHCNOpPTOM C 3aWwmTon OT OOXOA U CHera B CO-
OTBETCTBUU C NpaBuiiamMmuy nepeBo3kn rpy3os, ﬂeﬁCTByDMMMM Ha KaXXgoM Buae TpaHCcrnopTa.

10.2 TpaHcnopTupoBaHne Moy OOMMKHO OCYLEeCTBAATLCA Npu TemnepaType OT MUHYC
25 po nntoc 55 °C n oTHOCUTENBbHOW BRaXHOCTU He Bonee 98 % npu TemnepaTtype 35 °C n me-

Hee.

11 CBeageHus 06 ytunusauum

11.1 Moaynb He COAEPXUT COCTaBHbIX YacTel, NPEACTaBNSALMX ONACHOCTb ANS XKU3HW,
300POBbS U OKpY>KaloLen cpeabl M Mo OKOHYaHUWU IKChnyaTaumu noanexaT yTunmMsaumm B yc-

TaHOBJIEHHOM rnopsAake.



MpunoxeHue A

CTtpykTypHas cxema nogknodeHnsa kK VPN ¢ nomouwbto ogHoro mogyns «Anapm-Ethernet-GPRS» (6e3 pesepupoBaHus no GPRS kaHany)

YpnaneHHas ATC

bk (BbIHOC)
APM IV CETb Ne1l S
192.168. l.O ;
l yTomor |*
\ Basosasi ATC S R
K «1»
- CETb Ne2 ]
192.168.2.0 Anapwm-
: Ethernet-
GPRS

Ethernet

CepBep ADSL

Moaoem
Zyxel-p660 series

BbiaeneHHbIn
NOCTOSIHHbIN
kaHan ADSL
64 K6uT/cek Kpocc

ADSL
64 Kout/cek
BbianeneHHas VPN
MeHas napa
ADSL
Moaem _ KoMMmyTaTop
Zyxel-p660 series

| PaccTtosiHue onga BuTon napbl ¢
ceyeHunem 0,4 mm, He Gonee 5,5 kv

6T

)T sumierrad



MpunoxeHune b

CTpykTypHasa cxema nogknodeHns K VPN ¢ nomoLbio ogHoro moayns «Anapm-Ethernet-GPRS» (¢ pesepsupoBaHvem no GPRS kaHany)

GPRS T R

CeTb onepaTopa 6ecnpoBOAHON CBA3N

Tepmunan EDGERouter
ER75i Us cocTasa KMNA
«YTOWU-NMUH-GPRS»

——————————————————————————————————————————————————————————————————————— -
} | APM [0 2
ATC Ne 1 ! 1 ATC Ne N
Anapm- Anapwm- i
Ethernet- Ethemet- |
GPRS GPRS }
~ ‘ ‘ N— ' Cepeep
RS232 | | — RS232 —
s : | | B N
yron-01 | | . s . | yron-o1 |\ | L | omn o | e NS
| | | 1 0
| : | N
Ethernet ! ! Ethernet i
‘ 3 _ | APM [0 1
i — §
i o
ADSL ; } ADSL i X
Moaem ! ! mogem ! ADSL
1 <L$M
ADSL | | ADSL et B L e EE R RO R LR
YcnoBHble 0603Ha4eHNA

VP N - OCHOBHO KaHas oBMeHa AaHHBIMU MELY
YTOW-01 u APM O
@GEED @ - PesepsHblii kaHan o6MeHa AaHHbIMU MEXAY
. YTOU-01 n APM IO
CeTb onepartopa NpoBOAHOU CBA3N

x - ABapus KaHana nepeaaun gaHHbIX

0¢

)T sumierrad
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MpunoxeHue B

KpoccoBep - kabernb |:

RJ45, KoHTakT Nel

Howmep Packnagka kabensd Howmep

KOHTaKTa
KOHTaKTa
berno - opaHxeBbIn

OpanxeBbiit

Beno - 3eneHbIn

3eneHbin

Heucnonb3yemble KOHTaKTbI
CuHnin

Beno - cuHun

beno - kopnyHeBbIn

Kopu4yHeBbin
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